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DETAILED ACTION 

1 . Claims 1-20 have been examined. 

Specification 

2. The disclosure is objected to because of the following informalities: On page 7, 
line 11 "a random-access memory" should have been "programmable read-only- 
memory" as explained on Figure 2. Appropriate correction is required. 

Claim Objections 

3. The numbering of claims is not in accordance with 37 CFR 1 .126 which requires 
the original numbering of the claims to be preserved throughout the prosecution. When 
claims are canceled, the remaining claims must not be renumbered. When new claims 
are presented, they must be numbered consecutively beginning with the number next 
following the highest numbered claims previously presented (whether entered or not). 

Misnumbered claims 20-21 have been renumbered 19-20. 

4. Claims 20 and 21 are objected to because of the following informalities: They 
are labeled as amended they should have been labeled as new. Appropriate correction 
is required. 

Claim Rejections - 35 USC § 102 

5. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 
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(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351 (a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

6. Claims 1-3, 6-8, 1 1 and 16 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Segars et al. United States Letter Patent Number 6,052,774. 
As per claim 1: 

Segars et al. teach a method of protecting data in a system including a 
microprocessor (106) (Figure 1, item 100) having at least one hardware break point 
(301), (Col. 8, lines 40-41; embedded ICE unit contains two hardware breakpoint units) 
characterized in that it includes an operation of allocating a break point to data to be 
protected, in that it consists of instigating in said microprocessor (106) the generation of 
a break or interrupt (301 ) each time one of said protected data is accessed. (Col. 8, 
lines 42-44; Col. 8, lines 51-52) 
As per claim 2: 

Segars et al. teach a method characterized in that it includes an access validity 
verification operation (302, 303) each break (301) triggered by hardware break point 
allocated to protected data. (Col. 8, lines 53-56; comparator matches the attributes of 
the breakpoint registers with corresponding attributes contained in the information about 
data accesses) 
As per claim 3 and 11: 

Segars et al. teach a method characterized in that it includes an operation (302) 
of verifying the programming of the control registers at each break (301 ) triggered by a 
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hardware break point allocated to protected data. (Col. 10, lines 3-7; a number of 
additional fields are added to the control registers, each field corresponding to a 
particular exception routine, and each field being settable to indicate that the debugger 
wishes to identify an access to the corresponding routine; adding a number of 
additional fields to the control registers reads on programming of the control 
registers) 
As per claim 6: 

Segars et al. teach a device for protecting data in a system including a 
microprocessor (106) (Figure 1, item 100) having at least one hardware break point, 
(Col. 8, lines 40-41; embedded ICE unit contains two hardware breakpoint units) 
characterized in that it includes means (106) for allocating a break point to data to be 
protected. (Col. 8, lines 42-44; Col. 8, lines 51-52) 
As per claim 7: 

Segars et al. teach a device characterized in that it includes means (106) for 
verifying the validity of each access corresponding to a break triggered by a hardware 
break point allocated protected data. (Col. 8, lines 53-56; comparator matches the 
attributes of the breakpoint registers with corresponding attributes contained in the 
information about data accesses) 
As per claim 8 and 16: 

Segars et al. teach a device characterized in that it includes means (106) for 
verifying the programming of the control registers. (Col. 10, lines 3-7; a number of 
additional fields are added to the control registers, each field corresponding to a 
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particular exception routine, and each field being settable to indicate that the debugger 
wishes to identify an access to the corresponding routine; adding a number of 
additional fields to the control registers reads on programming of the control 
registers) 

Claim Rejections - 35 USC § 103 

7. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 

the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 

the various claims was commonly owned at the time any inventions covered therein 

were made absent any evidence to the contrary. Applicant is advised of the obligation 

under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 

not commonly owned at the time a later invention was made in order for the examiner to 

consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or(g) 

prior art under 35 U.S.C. 103(a). 

8. Claims 4, 12-13, 9 and 17-18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Segars et al. United States Letter Patent Number 6,052,774 in view 
of Sakaki EP 0 735 488. 

As per claims 4, 1 2 and 1 3: 
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Segars et al. teach all the subject matter as described above. Not explicitly 
disclosed by Segars et al, is that a method characterized in that it includes an operation 
(303) of verifying that the interrupt return address is in the authorized area of the 
program at each break (301) triggered by a hardware break point allocated to protected 
data. 

Sakaki in analogous art, however, discloses an address sensing means for 
comparing the address set at the program area setting means with an address being 
accessed by the program currently being executed to sense whether it is an enable 
address or a disable address. (Col. 3, lines 3-6) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Segars et al. to 
include a method characterized in that it includes an operation (303) of verifying that the 
interrupt return address is in the authorized area of the program at each break (301 ) 
triggered by a hardware break point allocated to protected data. This modification would 
have been obvious because a person having ordinary skill in the art would have been 
motivated to do so as suggested Sakaki, (Col. 2, lines 18-19) in order to increase the 
security of the programs and the data. This way, the address sensing means will verify 
whether the return address is in the authorized area or not. 
As per claim 9, 17 and 18: 

Segars et al. teach all the subject matter as described above. Not explicitly 
disclosed by Segars et al, is that a device characterized in that includes means (106) for 
verifying that the interrupt return address is in the authorized area of the program. 



Application/Control Number: 09/856,613 Page 7 

Art Unit: 2133 

Sakaki in analogous art, however, discloses an address sensing means for 
comparing the address set at the program area setting means with an address being 
accessed by the program currently being executed to sense whether it is an enable 
address or a disable address. (Col. 3, lines 3-6) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Segars et al. to 
include a method characterized in that it includes an operation (303) of verifying that the 
interrupt return address is in the authorized area of the program at each break (301) 
triggered by a hardware break point allocated to protected data. This modification would 
have been obvious because a person having ordinary skill in the art would have been 
motivated to do so as suggested Sakaki, (Col. 2, lines 18-19) in order to increase the 
security of the programs and the data. This way, the address sensing means will verify 
whether the return address is in the authorized area or not. 
9. Claims 5,10, 14 and 19 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Segars et al. United States Letter Patent Number 6,052,774 in view 
of Kodama et al. United States Letter Patent Number 5,983,349. 
As per claim 5 and 14: 

Segars et al. teach all the subject matter as described above. Not explicitly 
disclosed by Segars et al. is a method characterized in that it includes an operation 
(305) of invoking an error manager if at least one verification operation (302, 303) gives 
a negative result. 
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Kodama et al. in analogous art, however, disclose a method where if the 
password numbers are found not to coincide with each other the execution of the 
command is rejected and an error signal is sent. (Col. 9, lines 8-10) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Segars et al. to 
include a method characterized in that it includes an operation (305) of invoking an error 
manager if at least one verification operation (302, 303) gives a negative result. This 
modification would have been obvious because a person having ordinary skill in the art 
would have been motivated to do so as suggested Kodama et al., in order to adequately 
protect the security data in the system. (Col. 1, lines 51-52). This way, if verification is 
failed at any of the steps disclosed above, protected data will not be accessed. 
As per claim 10 and 19: 

Segars et al. teach all the subject matter as described above. Not explicitly 
disclosed by Segars et al. is a device characterized in that it includes means (106) for 
invoking an error manager if at least one verification means supplies a negative 
verification result. 

Kodama et al. in analogous art, however, disclose a device if the password 
numbers are found not to coincide with each other the execution of the command is 
rejected and an error signal is sent. (Col. 9, lines 8-10) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Segars et al. to 
include a device characterized in that it includes means (106) for invoking an error 
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manager if at least one verification means supplies a negative verification result. This 

modification would have been obvious because a person having ordinary skill in the art 

would have been motivated to do so as suggested Kodama et al., in order to adequately 

protect the security data in the system. (Col. 1, lines 51-52). This way, if verification is 

failed at any of the steps disclosed above, protected data will not be accessed. 

10. Claims 15 and 20 are rejected under 35 U.S.C. 103(a) as being unpatentable 

over Segars et al. United States Letter Patent Number 6,052,774 in view of Sakaki 

EP0735488 and further in view of Kodama et al. United States Letter Patent Number 

5,983,349. 

As per claim 15: 

Segars et al. and Sakaki teach all the subject matter as described above. Neither 
of the references explicitly teach a method characterized in that it includes an operation 
(305) of invoking an error manager if at least one verification operation (302, 303) gives 
a negative result. 

Kodama et al. in analogous art, however, disclose a method where if the 
password numbers are found not to coincide with each other the execution of the 
command is rejected and an error signal is sent. (Col. 9, lines 8-10) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Segars et al. and 
Sakaki to include a method characterized in that it includes an operation (305) of 
invoking an error manager if at least one verification operation (302, 303) gives a 
negative result. This modification would have been obvious because a person having 
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ordinary skill in the art would have been motivated to do so as suggested Kodama et al., 
in order to adequately protect the security data in the system. (Col. 1 , lines 51-52). This 
way, if verification is failed at any of the steps disclosed above, protected data will not 
be accessed. 
As per claim 20: 

Segars et al. and Sakaki teach all the subject matter as described above. Neither 
of the references explicitly teach a device characterized in that it includes means (106) 
for invoking an error manager if at least one verification means supplies a negative 
verification result. 

Kodama et al. in analogous art, however, disclose a device if the password 
numbers are found not to coincide with each other the execution of the command is 
rejected and an error signal is sent. (Col. 9, lines 8-10) 

Therefore, it would have been obvious to a person having ordinary skill in the art 
at the time the invention was made to modify the method disclosed by Segars et al. and 
Sakaki to include a device characterized in that it includes means (106) for invoking an 
error manager if at least one verification means supplies a negative verification result. 
This modification would have been obvious because a person having ordinary skill in 
the art would have been motivated to do so as suggested Kodama et al., in order to 
adequately protect the security data in the system. (Col. 1 , lines 51-52). This way, if 
verification is failed at any of the steps disclosed above, protected data will not be 
accessed. 
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1 1 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Shewaye Gelagay whose telephone number is 571-272- 
4219. The examiner can normally be reached on 8:00 am to 5:30 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Albert Decady can be reached on 571-272-3819. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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